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Examples of recent fraud attempts

Executives Employees Customers

<: @

Don't let the Fraud Grinch steal your

Executives have been Well-designed,
receiving SMS from a seemingly plausible
- false "Felix Teng™ to messages to trick ~bizlinktechs.com™ (note
Christmas! steal strategic and recipients into clicking the extra “s") in an
financial information links and revealing their attempt to change bank
passwords details

Dear colleagues,

As the holiday season approaches, we want to remind everyone to stay alert for fraud and
phishing attempts targeting our executives, staff, and even customers. We've been seeing an
increase in well-crafted CEO fraud and context-aware phishing messages, with attackers
sometimes using domains that closely resemble ours to trick recipients into taking harmful

What you can do

= Double-check the sender's email address for slight variations from our official domain
iz -

sure about a request, do not respond directly.

actions,
ger for verification
= If you think an email is fraudulent, report it to @bizlinktech.com $0 we can take action.
Be cautious with emails, especially unsolicited ones or those requesting sensitive information, = Establish clear contact addresses and communication procedures with customers
financial transfers, change of bank details, or urgent actions. This is a critical time to stay
vigilant, as fraud attempts often rise during the busy holiday season. Your awareness helps
protect both you and the company. What we do for you

= We block reported malicious domains
= We report fraudulent activities to the authorities and order domain take-downs

Thank you for your attention to this matter and stay safe this Christmas!
= We coordinate responses to threats and incidents

Information Security Team
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